City of Piedmont

COUNCIL AGENDA REPORT
DATE: July 17, 2023
TO: Mayor and Council
FROM: Rosanna Bayon Moore, City Administrator
SUBJECT: Consideration of a Social Media Content Moderation Policy

RECOMMENDATION

Adopt the attached policy establishing guidelines for the moderation of third-party content on
City social media platforms.

BACKGROUND

The City of Piedmont maintains several social media accounts which are used to publicize news,
promote City programs and events, and share informational and educational resources. These
channels play an important role in the City’s communications and public engagement efforts, as
they allow the City to speak directly to community members without an intermediary.

Most social media channels are designed to facilitate two-way conversation, offering the ability
for third parties to send messages to the City within the platform, to respond publicly to items
published by the City, and in some cases, to publish new original content directly on a City
social media page. Without appropriate moderation, these channels risk being used by third
parties as platforms for abuse, discrimination, and spam.

The City does not currently have a policy governing moderation of this third-party content on
City social media platforms. As a result, there is no clear guidance for staff on how to proceed
when inappropriate or harmful content is posted to City social media accounts. Adoption of this
policy will help ensure that City social media platforms comply with state and federal laws and
reduce legal risk related to third-party content.

DISCUSSION

The proposed policy is designed to provide clear guidelines for staff and members of the public
regarding regulation of third-party content posted on and sent to City social media platforms. It
provides definitions for key terms, outlines the purpose of City social media accounts, and sets
forth guidelines for their usage and content moderation.

The proposed policy would establish that:
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City social media accounts are a “limited public forum,” a designation which allows the
City to establish reasonable limitations on use by members of the public.

Any content published or shared to City social media accounts, including third-party
comments and private messages, are public records subject to disclosure under the
California Public Records Act.

Social media accounts are not a valid forum for submitting legal claims or public records
requests to the City.

The policy would also authorize staff administering City social media accounts to remove
harmful or spam comments and provides clear standards for what type of comments may be
removed, including but not limited to:

threats and harassment

discriminatory remarks regarding members of a protected class
promotion of illegal activity

spam

commercial promotions

Adopting clearly defined guidelines regarding content moderation will provide transparency for
members of the public and clarity for City staff responsible for managing these accounts. Prompt
removal of comments that violate the policy will ensure that City social media channels remain a
safe, respectful, and constructive platform for community members to engage with the City.
Policy adoption will help the City maintain a productive, respectful, and safe social media
environment, promoting effective communication and engagement with our community.

Attachment:

A) Piedmont Social Media Content Moderation Policy
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CITY OF PIEDMONT
Policy & Procedure

Policy No.
Section: Administration

SUBJECT: City of Piedmont Social Media Content Moderation Policy
INTRODUCTION

The City of Piedmont (“City”’) maintains multiple social media platforms as a means to provide
information regarding City business and community events. Accordingly, the City has an
overriding interest in protecting the integrity, security, and accuracy of information posted on
any official City social media account.

PURPOSE

This Social Media Content Moderation Policy (“Policy’) establishes general guidelines on the
moderation of third-party content shared to City social media accounts.

Although Social Media provides an interactive platform, the City intends to create only a limited
public forum subject to the restrictions set forth in this Policy.

1. DEFINITIONS

A. “Social Media” refers to interactive online platforms which enable users to create and
share content, and which may enable interaction between the City and the public.
Examples of Social Media platforms include, but are not limited to: Twitter,
Facebook, Nextdoor, Youtube, Instagram, and LinkedIn.

B. “City Social Media Accounts” means Social Media sites, pages, mobile applications,
services, or feeds established and maintained by the City.

C. “City Social Media Lead” or “Social Media Lead” refers to those City Employees
specifically authorized by the City Administrator, or their designee, to create content
or to post or comment on a City Social Media Account on behalf of the City.

D. “Post” or “Posts” or “Comment” or “Comments” means information, articles,
pictures, videos or any other form of content or communication displayed on a City
Social Media Account, including by members of the public.

2. SOCIAL MEDIA ACCOUNTS

A. Each of the City’s Social Media Accounts is a limited public forum.

B. City Social Media Accounts are to be used for informational purposes and all content
shall pertain to or raise awareness of the City and/or City business, programs,
services, interests, mission statement, purpose or events.

C. Any content by the City or any content from third parties on a City Social Media
Accounts, including, but not limited to Comments, Posts, private messages, chats, and
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“likes” may be subject to the California Public Records Act. Any content maintained
in a Social Media format that is related to City business, posted communication,
communication submitted for posting, and removed content, may be a public record
subject to public disclosure.

The City reserves the right to have any content restricted or removed if deemed to be
in violation of this Policy or any applicable law. Any such removed content will be
retained consistent with applicable law.

The City is not responsible for any content posted by third parties. A Comment or
Post by a member of the public on any City Social Media Account is the opinion of
the commenter or poster only, and does not imply endorsement of, agreement with, or
reflect the opinions or policies of the City.

City Social Media Accounts may not be used for the submission of any claim,
demand, informal or formal complaint, or any other form of legal and/or
administrative notice or process, or for the exhaustion of any legal and/or
administrative remedy. Additionally, requests for public records may not be made
through the City’s Social Media Accounts.

3. COMMENTS

All content on the City’s Social Media Accounts is subject to monitoring. Consistent with the
purpose of the Limited Public Forum created by the City’s Social Media Accounts, the City
reserves the right to moderate, monitor, remove, prohibit, restrict, block, suspend, terminate,
delete, discontinue or reject comments and access to comments if they:

1. Do not relate or are not responsive to the original topic, including random
or unintelligible comments, profane, obscene, violent, sexual, or
pornographic content and/or language;

2. Promote, foster, or perpetuate discrimination on the basis of race, creed,
color, age, religion, sex, gender, gender identity, gender expression,
marital status, status with regard to public assistance, medical condition,
military and veteran’s status, national origin, physical or mental disability,
sexual orientation, or any other category protected by federal or state law,
including association with individuals with these protected characteristics
or perception that an individual has one or more of these protected
characteristics;

3. Violate the legal ownership interest of any other party, including, but not
limited to infringement of a copyright, trademark or any registered mark;

4. Threaten attacks on any person or organization or encourage violence or
illegal activity;

5. Are “obscene” as defined in Chapter 7.5 (beginning with Section 311) of

Title 9 of Part 1 the California Penal Code;

Use vulgar, offensive, threatening or harassing language;

Constitute or facilitate stalking or harassment;

Promote unlawful goods, services, behavior or activities;

Support/oppose or appear to support or oppose a ballot measure, initiative,

or referendum, or any candidate for public office;

10. Contain an image or description of graphic violence;

11. Contain content that violates any federal, state or local laws;

LRI
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Are spam or commercial promotions, including but not limited to
unsolicited or unauthorized advertisement or solicitation;

May reasonably interfere with, inhibit, or compromise law enforcement
investigations, police tactics, police responses to incidents and/or the
safety of police staff and/or officer;

Are from automated sources or bots;

Are repetitive comments, where same or similar comments are posted
multiple times on the City’s Social Media Accounts;

Defamatory content and/or language;

Contain malicious software (malware) such as viruses, worms, trojans,
rootkits, spyware, adware or any other unwanted software; or

May tend to compromise the safety or security of the public or public
systems.
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